Kak npaBuno, nocne Bbinycka cepTuumkaTa OTKPbLITOro Kftoya, OH NOMeLLaeTCs B KOYeBOW KOHTENHED,
M ero MOXHo n3Brnedb 13 koHtenHepa cpeacteamm Kpuntollpo CSP. [1nsa aToro He06xoamMmo BbIMOMHUTL
cnefywoline OencTeums:

1. Nepentn B «MYCK — Bce nporpammbl» Hatu 1 3anyctutb Kpuntolpo CSP.

l ) KpunTollpo CSP

2. 3aiiTn Bo BKNaaKy «CepBucy.

|42 Epunrolpo CSP >

ANropUTHE! BesonacHoCTE Winlogon HacTpaii
Obwme ObopyaosaHue Cepemc ONMHATENEHD

KoHTERHED 3aKPEITOrD KNYa

3TH MACTEPa NOSE0NAKT MPOTECTHMPOBATE, CKOMMPOBATE MK
YAanMTE KDHTEﬁHED 3aKpEITOrND KNoYa © HOCMTENA,

CKOMUPOBT®... VaanuTs...

CepTHOUKATEI B KOHTEHHEDE SEKPEITOMD KNOYa

3TOT MACTEP NO3BONAET MPOCMOTPETE CEPTUEMKATEI, HAXO0AALMECS
B KOHTEMHEPE 33KPBITOr0 KNIOYa, W YCTAHOBMTE MX B XPaHUIMLLE
CEPTHRMKETOE,

MNpoCMOTPETE CEPTHMDMKATE! B KOHTERHERE. ..

TMYHEIR cepTudikaT

3TOT MaCTEp NO3BONAET CBA3ETL CEPTHdMKAT 13 dalna c
KOHTEAHEPOM SAKPEITOMD KIMOYa, YCTAHOBHE 3TOT CepTHMKET B
XPEHHMHLLE,

YCTAHOBMTE MMYHENI cepTMdIMKST. ..
Mapon 3aKpEITE KIoYei

3TH MaCTEPa NO3BONADT M3MEHUTE Naponk (MWH-KoAbI) 3aKpLITEIX
UIHOYER MM YOAMNTE EMOMHEHHEIS PEHEE NaPONH,

W3MeHUTE Napons. .. ¥OanuTL 3aN0MHEHHLIE NAPONK. ..

QK OTmeHa MprMeHUTE

3. Bo Bknagke «CepBucy» BbibpaTh «[1pocMOTpeTb CepTUdUKATLI B KOHTEUHEPEY.

|42 Kpunrolpo C5P *
ANropUTHEl BesonactocTb Winlogon Hactpoiikm TLS
Ofwme OfBopyacsaHke Cepeuc AononHUTENEHO

KOHTERHED 3aKPLITOrD KNo4Ya
3TW MaCcTepa No3BoNAT NPOTECTHPOBATE, CKONMPOBATE WK
YAANWTE KOHTEAHED 3aKPEITOMD KNKOYa C HOCUTENA.

MpoTecTMpoBaTE. .. CKONWpoBaTh. .. Yoamute...

CepTUMKETEI B KOHTEAHEDE 33KPEITOMD KNKIUa
3TOT MACTEP NO3BONAET NPOCMOTPETE CEPTMHMKATEI, HAXOAALLMECR

B KOHTEHHEPE 33KPLITOND KNKOHE, W YCTEHOBMTE MX B XPEHWAMLLE
CEPTMDMKATOB.

| MpOCMOTPETE CEPTHMMKETEI B KOHTEHHEDE. ., |k

TIMUHEIA CepTidMKaT

3TOT MACTED NOIEONAET CBAZATE CEPTHMDMKET 13 daina o
KOHTEAHEPOM 3EKPLITOMD KNHOYE, YCTEHOBKE 3TOT CEPTHHMKET B
KPEHHINLLE,

YCTEHOBMTE NMYHEIA CEPTHMDMKET. ..
Mapony 3aKpeITE KIKKYEN

3TW MaCTEpa NO3BONAIOT M3MeHMTE Mapann (MMH-Koab!) SaKpeITEIX
KAKOHER MAW YASMMTE SENOMHEHHBIE PEHEE NaPOoNK.

W3meHuTs Naponks. .. ¥AanTh 38N0MHEHHBIE NEP0ONM. ..

oK OTHeHa MpHMEHTE




4. HaxaTb «0630p».

|42 Ceptudmkatsl B koHTeliHEpE 3aKpBITOrO KDY X
KOHT &iiHEp 3aKPLITOrD KNHYa
BEEAWTE UMM YKEHMTE KOHTEMHED SAKPEITOMD KOYa AMNA NPOCMOTPE g
CepTUdMKATOE B STOM KOHTElHEpe

MMa knroYesoro K.OHTEﬁHEDa!

| Obzop...

BEELEHHODE MMA 3308ET KIKOYEBOM KOHTEMHED! Mo cepTudmkary...
(®) MonssosaTens
KoMneroTepa

BribepuTe CSP AN NoWMcKa KoHessIX KOHTERHEPOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider w

< Hazaa lanee >

5. BbIbpaTb HY>HbIN KOHTerHep 1 HaxaTb « OK».

& Kpuntolpo CSP >

0:09:57
Bribop KnioHeBEoro KoOHTEMHEDS

B cNucKe NoKaseIBaTE:

(®) ipyecTEEHHEIE MMEHS () YHUKaNEHEIE MMEHa

CrMCoK KNoYeBsIX KDHTEI:IHED‘:}IB NoNb30BaTENA.
.

CuMTEIBaTENE  MMA KOHTEMHEDE

S S ——1

Omnens




6. Haxatb «[Janee». Ecnu B KOHTEHEPE NPUCYTCTBYET CEPTUUKAT, TO 0TOOpasnTca nHpopmaumsi o
HéM. HaxaTtb «CBorncTtBay. OTKpoeTcs cam ceptudumkar.
Ecnu nosBurcsa nHopmaLMoHHOe cooblueHune: «B KOHTeMHepe 3aKPbITOro Kn4ya He HangeHbl

ceptudmkatbi». B 3TOM cniyyae, ceptudmkar, ckopee Bcero, 6bil nepegaH nosib3oBartesnto B

Buae cdanna. (oanbHenwee BbINOMIHEHUE MYHKTOB MHCTPYKLUUU He LileriecoobpasHo)

CeprndmKaT OnA NpOCMOT pa
MpocmoTpuTe 1 BeibepuTe cepTudmkaT

|42 Ceprudmkatel B KoHTEliHEPE 33KPBITOrD KNKOYA

=

*

CepTudukaT:
CybbexT:

MoCTaBLMK:

[efcTBATENEH C:
[efcTBMTENEN MO:

CepuitHLIM HoMED:

WHH= CHANC= ,E=

YCTEHOBMTE CeoficTEa. ..

Ofizop...

< e

7. MNepewtu Bo BKnaaky «CocTtasy.

/

CepTndmkar x

Dﬁynnas MyTe cepTUdMKELIM

Lo ﬁ CeegeHns o cepTadmKaTe

3IToT cepTwdMKaT NpeOHaZHAYAETCA [NA:

* MoATEEMAASET YAANEHHOMY KOMMBKOTEPY MAEHTHDMKELIKD
Ballero KoMNbkTepa
* Knacc

KoMy Bnigan:
Kem emigan:

OelcTENTENEH C no

? ECTb 38KPEITHIA KDY ANA 3TOM0 CEpTHdMKETA.

YCTEHOBMTE CEPTUAMKAT. .. 3EABNEHWE MOCTSBILMKE




8. HaxaTtb kHomnky «KonuvpoBaTtb B chann».

n  Ceptndmkar d

OBwme COCTEE  MyTh cepTHOMKAELIA

MokazaTs: | <Bee = L

Mone 3HaqeHue
B Bepoua
BCEWﬁHbIﬁ HOMED
DAﬂropMTM noanuoi
Dx.am—anropum noanMci
Wzpatens
NefcTBUTENEH C

[OeicTeMTENEH NO
'-_‘]I"'uﬁ'i-.mrr

CBORACTEA. .. KonupoeaTe B dain. .. |

9. OTkpbiBaeTca «MacTep akcnopTa cepTuduKaTos». Haxatb «danee»

+* Macrep >xcnopra ceptndmxatos

Macrep 3kcnopra ceprudmkaros

3TOT MACTED NOMOrBLT KONMPOBATE CEDTUENKATE, CTHON AOBEDHR i THOMN
073D CEPTHIVIKATOB 13 XPISIIULY CEPTHEVKATOD HY NOKAMDIRST ONOK.

CEPTUENKAT, BuiaSesEt LEHTPOM CEDTUANKALIM, ABNRATCR NOA TEADKAEHIen B
370 06MACTD GACTEMDI, NPEANAIHINEIIWER NS XPIHErHtR CEpTHVMKATOS,

Ana MPOSOMDKErE HEXOMTE KnonKy “anee”.




10. Bbibpatb BapuaHT: «HeT, He aKcnopTUpOBaTh 3aKPbITbIN KIOY»

€ £* Macrep 3xcnopra ceprudukatos

pTUp 3xp moua
Bai MOXETE IKCNOPTHUPOBATL 3AKPLITLI K/EOM BMECTE C CePTUGNMKATOM,

KIRONM 3AUMLLEre] NAPONEN. HTOb! IKCNOPTHPOSATE SAKDSITEET KoY
BMECTE C CEPTHDMKATOM, YKKUTE N3PONs.

Bel XOTUTE IKCNOPTHPOSATS 3AKPLITLEL KNIOY BMECTE ¢ cepTisduaTom?
O A3, 3KMOPTHPOBATS 3BKPLITHIN KIFOY
(®) Het, He IKOPTHPOBATL 3AKPLITHHT KNMOY

[Cumee ]| omens

11. BwibpaTb popmart «Pawnel X509 (.CER) B kognpoBke DER», HaxaTb «[anee»

€ £* Macrep sxcnopra cepruduxaros

SOPMAT IKCNOPTHPYEMOTO Saitna
CepTrduxaTe: MOryT BaiTs SKENOPTIPOSAHE! B PAIINeEX GOPMATAX.

Boepure GOpMaT, KOTODLE Bl XOTHTE MINOMBICEATL!
(® @asine X.509 {,CER) B xoamposxe DER
O st X.509 (.CER) & xoampoexe Base-64
(O Cranaapr Cryptographic Message Syntax - cepriduxars: PKCS 27 (p7b)

BracTo NO BOIMONOCTH BCE CEPTIEIKATYI B NYTh CEPTHM VKA
Daitn obmena meaod idopraset - PKCS 712 (PFX)

BRACATD MO SOSHONHOCTI BCE CEDTIMKATL! & NYTH CEPTHEUKALIN

YAAMTS JAKDETHE KIBOM NOCNE YOIELMOC0 IKTNOPTA

INLNOPTIDOBATE DXL POCUADEIIE COICTED

BRMONMTE KOMSHALHLSANSHOCTS CEPTHENKATA

Xpareusuie Cepransosdenx cepTdsaros (.SST)

[(Aanee ]| Ormea




12. YkasaTb nyTb A4S COXpaHeHus danna cepTudukaTa Ha CBOe yCMOTPEeHUe U 3agatb ums canna.

X
€ &% Macrep sxcnopra ceprudpuxaros
Wma 3xcnopTupyemoro dana
YraxuTe uMa QAN KOTOPLIA Bl XOTHTE IKCNOPTHPOBATS
MMa danna:
/
[ | 0630p..
Aanee Ommena
i Conpasstsne x
= = o4 v Frorcoumeotep o Paliceast cron » v & W g it
Ynopagouwms = Mosas nanes i v o

Wun Lty minsesgmnn Tur

oF Bascvpeait gocmym

B Paticnd cro o 1
& a2
B Dewynitere o

= Phebpamenn &
@ Boaeo

Flrcpragan
J‘ e

o Onclrroe

Faswep

E ¥ror scunwsotep

B Bescc 2
3 i w
Pum dade | KXHH KX

Tum gadinr: Jeowense $alne JL508 [ cor) 0 cogapoene DER

A Cpeits Nanm

Commn] | onen




13. Haxatb «CoxpaHutb» - «[lanee» - «[oToBO»

= % MacTep skcnopTa cepi
[* MacTep skcnopTa cepTidm.,.

3KCI‘ICIFIT YINEWHD EBINOAHEH.
3aBepLueHHe p: TUWpHUKaToB

Bkl YCMELWHD SEEEOLUAMY

BbINM yKaE3aHe! CNed yHOLWME NapaMeTpel:

daiin C:\Wsersiuser\Desktop\cer. cer
SKCMOPT KAKYER Het
BKMKOUATE B NYTh BCE CEPTHDMKATEL HeT
dopMaT dannos AeouuHble daiinel X. 509 (*.cer) B Koaupoeke
£ >
loToBD OTreHa
14. Ceptudukat HeobxoaMmo byaoet 3arpysuTb B JIK cucTembl WEB-c6opa

(https://websbor.rosstat.gov.ru/) 8 pasgen NMPO®U/b-CEPTUDUKATbI:

IMaBHaA CTpaHKuLa HasHayeHHble (POpMEl [pothunb 3anABKH Peructpauua TOr

O6Wan uHpopmalmua CepTihHKaTb KOHTaKThI Monmy4uTh AaHHBIE O KOgax HacTpo#ku Cmena napona HacTpoiika yeegomneHui

KnnkHyTb Ha JOBABUTb CEPTUOUKAT u noarpysuTb ero.


https://websbor.rosstat.gov.ru/

